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!amgaard'Merkle Construction

• 6uilding a 7ash Function from a
Compression Function

< 7ash function takes =ariable length input

< Compression function takes fixed length

< Collision in hash function

 @@@A Collision in compression function



!nside the Compression Fn0

• 2e34ence of ro4nds mi7 state with message

• Message sched4le sends message to ro4nds

• Feedforward makes it hard to go backwards



!"er"ie&' )in+in, a ./lli1i/n
2 )in+ a +ifferential 5ath 7r/a+8a5 t/ 9/lli1i/n:

2 ;e5eat'
< .h//1e =>=? t/ f/ll/& a1 far a1 5/11i@le

< .he9A t/ 1ee if it f/ll/&1 5ath t/ en+

2 Bntil &e ,et a 9/lli1i/n



!he Differential Path



!ifferential +ath:

Conditions vs +robabilities



Message Modification

• /hoose M 1and thus M34 to satisfy as
6any conditions as possible:

– Si6ple= Free choice of 6essage bits

– AdAanced= Message bits being altered 6ay
6ess up earlier conditions



Switching to the ,robability 2iew
• 4t this point, we 8ust see if the pair

follows the differential path

– =arly Stopping

– Backtracking/Free Bits of Message

– Neutral Bits/Tunnels



Full %ollision Attack
/ Fin0 0i11e3ential 4ath 67 collision

/ 8se 99 to 1ollow 4ath as 1a3 as 4ossi;le

/ %heck i1 4ath 1ollowe0 a1te3 99

/ <e4eat until a collision is 1oun0



!pti%i&in( the ,ifferential 1ath

• Findin( a (ood differential path is ke8 to

these attacks

• !pti%i&in( ,1 for %essa(e %odification



!"lti&lock +ollisions

• /hat if 3e can5t find a good differential path for

a one:&lock collision;

< Find a path for m"lti:&lock collision

< Difference left from !@ is canceled &y !B

< !ore fleCi&le differential paths

< Dse !! to add still more fleCi&ility to start of path



!ttack 'ools Can -elp01
• Finding differential paths

• :;aluating better>worse paths

• @atisfying conditions in message modification


